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Security: Protecting
Your IP with Agilex™ 5 FPGAs

The Need for Security
Security is a foundational requirement in many applications and vertical markets, 
such as industrial, broadcast, communications, and in the data center. To address 
these needs, the Agilex™ 5 FPGA family has been designed from the ground up with 
security in mind, supporting many of the latest security standards. 

Why should companies care about security, and how does it apply to FPGAs? FPGA 
designers have long relied on the concept of “security through obscurity,” depending 
on the reconfigurable fabric and unpublished bit stream formats to keep their 
intellectual property (IP) secure. But with the proliferation of FPGAs in all markets, 
and with the ever-increasing number of cyberattacks, particularly in the areas of IP 
theft and espionage, implementing security within an FPGA design has never been 
more relevant.

These trends make the need for adopting dedicated security within the FPGA more 
pressing:

•	 An increased reliance on third-party contract manufacturers, often a long way (in 
both distance and in the supply chain) from where the FPGA design has been 
created, which can lead to concerns about IP theft, cloning, and overbuilding

•	 Increased remote access in an interconnected world is a double-edged sword, 
often opening products up to cyberattack 

•	 As the use cases for FPGAs continue to proliferate, security researchers and cyber 
criminals are exposing device vulnerabilities

•	 It’s increasingly important to have assurance that all connected devices are running 
current designs and software

•	 Corporate mandates are increasingly focused on device and application security

The security features built into Agilex 5 FPGAs can help to address these concerns.

Overview of Security Features in Agilex 5 FPGAs
Agilex 5 FPGAs support the following device-level security features:
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Security Features Security Benefit
Authentication Helps ensure the origin, integrity, and validity of bitstreams

Bitstream Encryption Helps protect design IP from cloning or reverse engineering

Physically Unclonable 
Function (PUF)

Device-unique, undiscoverable value used for device identity and 
additional key storage protection

Cryptographic 
Services

Secure Device Manager provides access to hardened 
cryptographic IP to the FPGA logic and HPS software

Attestation
Industry standard DICE and SPDM protocols provide a traceable 

device identity and measurements of device state and 
configuration

Secure Provisioning Use SPDM Secure Channels to send bitstream encryption and 
cryptographic service keys in untrusted environments

Physical Anti-tamper Detection of environmental changes and responses to help resist 
physical intrusion
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Secure Device Manager 
The Secure Device Manager (SDM) controls configuration and 
provides security features for the Agilex 5 FPGA family. The 
SDM is a hardened, triple redundant microprocessor subsystem 
with dedicated configuration peripherals, cryptographic 
accelerators, protected key storage, and a high-performance 
configuration network-on-chip interface. The first iteration of 
the SDM appeared in 2014 with the Stratix® 10 FPGA.  Since 
then, the SDM has gone through numerous improvements, 
gaining new features with subsequent Agilex device families. 

The key security features of the SDM are highlighted in blue 
in Figure 1. 

•	 Triple redundant microprocessors run in lockstep, 
orchestr at ing oper at ion of the SDM . The SDM 
microprocessor firmware is carefully developed, validated, 
and signed by Altera; this firmware may be updated and 
upgraded to help address any unforeseen threats, helping 
to ensure that the device remains secure over the expected 
long FPGA lifecycle. The firmware is automatically included 
within the configuration bitstream by the Quartus® Prime 
Software.

•	 The SDM can monitor operating conditions such as input 
clocks, voltage, and temperature to help detect device 
tampering, where changes in these conditions may indicate 
a tampering event. The SDM provides configurable 
responses to these tamper events, including (but not 
limited to) : Device lock; Device lock with configuration data 
zeroization; Device lock with configuration data zeroization; 
and bitstream encryption key zeroization.

•	 The SDM supports the Advanced Encryption Standard 
(AES) algorithm in counter (CTR) mode with 256-bit keys 
for bitstream decryption. The bitstream decryption key 
may be stored in device eFuses, battery-backed RAM, or 
in flash when wrapped by the Intel PUF.

•	 The AES engine in the SDM may be used by FPGA logic or 

Figure 1. 	Overview of the Secure Device Manager
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HPS software via the mailbox interface. In the Agilex 5 FPGA 
family, the SDM AES engine supports 128 and 256 bit key 
lengths in EBC, CBC, CTR, and GCM modes. 

•	 The SDM can perform a SHA-2 hash with 256- or 384-bit 
widths over a specified asset (e.g. configuration bitstream 
or user data). In addition, the SDM supports keyed hashed 
message authentication codes (HMAC) using the SHA-2 
algorithm (HMAC SHA-2). Commands are passed to the 
SDM via the mailbox, and the hashing algorithm can access 
portions of both the HPS and FPGA memory space for the 
data to hash.

•	 For authentication of the configuration bitstream or other 
user assets, the SDM supports the Elliptic Curve Digital 
Signature Algorithm (ECDSA) with both NIST P and 
Brainpool curves (256 or 384 bits). 

•	 The SDM enables keys to be stored in various ways, both 
in fuses (physical or virtual) or in battery-backed RAM. With 
the supported Physically Unclonable Function (PUF), the 
SDM can wrap keys to further obscure them. The SDM 
provides bitstream encryption key storage in eFuses, 
battery-backed RAM, or wrapped by the PUF key and 
placed into active serial flash. The SDM wraps cryptographic 
services keys for storage off-chip, such as in active serial 
flash.

•	 For control-plane data, the SDM has a mailbox connection 
to the Hard Processor Subsystem (HPS), which allows the 
HPS to send/receive user data for cryptographic processing 
by the SDM.
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Protecting Your IP
The security features of the SDM can be used to help protect 
your IP from theft, cloning, or unauthorized modification. Let’s 
explore some of these security features.

Bitstream Authentication

To use the security features within Agilex 5 FPGAs, 
authentication must be enabled. While the SDM can be used 
to authenticate additional assets (see the Crypto Services 
section), the most common use of authentication is 
authentication of the configuration bitstream. 

What do we mean by bitstream authentication? The SDM 
checks the integrity, origin, and validity of the bitstream before 
it can be used to configure (or partially configure) the FPGA. 
Figure 2 gives a breakdown of these terms and how they apply 
to bitstream authentication.

With authentication enabled, the SDM can reject a 
configuration bitstream that has been altered or tampered 
with, has not come from an expected origin, or is no longer 
valid. This helps to ensure that only the correct bitstreams are 
used to configure the FPGA, which is a vital first step in 
protecting the integrity of your design.  To discover more about 
authentication and how to enable it, refer to the references at 
the end of this document.

Bitstream Encryption

The SDM supports configuration bitstream encryption to add 
a layer of confidentiality protection to design data and IP 
contained in the configuration bitstream. This helps resist 
design cloning or IP theft.

Figure 2. 	Bitstream Authentication Breakdown

Figure 3. 	Platform Attestation

The encryption and decryption are implemented using the 
symmetric AES-256 standard. Firstly, the bitstream is 
encrypted by the Quartus® Prime Software Programming File 
Generator using the user-defined AES root key; after 
encryption, the bitstream is signed (see the previous 
Authentication section).

For the Secure Device Manager to decrypt the bitstream, the 
same AES root key must be provisioned to the FPGA. This is 
often done at manufacturing time, but for Agilex devices with 
SPDM Secure Channels support, secure provisioning may now 
be done after deployment whenever an SPDM session and 
secure channel can be established. This allows for the ultimate 
flexibility in securely updating the FPGA configuration 
bitstream.

Platform Attestation

Platform attestation provides a cryptographic certificate of 
device identity and measurements of device state and 
configuration to an external verifier service. This powerful 
capability allows the verifier to help answer questions such 
as: is this the expected FPGA, is the FPGA configured with the 
expected bitstream, and are the expected security settings 
programmed? Placing the verifier with these capabilities 
outside of the FPGA helps you achieve unprecedented levels 
of assurance across an entire deployment of Agilex FPGAs. 
Figure 3 gives a breakdown of these terms and how they apply 
to Platform Attestation.

3



Technology Brief  |  Security: Protecting Your IP with Agilex™ 5 FPGAs

Service Functional Description
Random Number Generator Returns a random number of the specified size compliant to NIST SP800-90A

AES 128/256-bit Encryption/Decryption in the following 
AES modes: ECB, CTR, CBC and GC Encrypts or decrypts user data from/to specified locations in shared memory

SHA/HMAC Authentication Service
SHA-2 - 256/384/512 

HMAC(SHA-2) - 256/384/512 
(digest generation & verification)

The SDM calculates a SHA-2 hash over the user data at the specified location in 
memory. It can also be used to verify the integrity of user data at the specified 

location by comparing the provided and calculated hashes.
A shared key can optionally be provided to perform these operations using 

HMAC instead.

ECDSA Signing and Verification Service
ECDSA256 Signing/Verification
ECDSA384 Signing/Verification

Support NIST P-256/384 Curves
Support Brainpool 256/384 Curves

The SDM performs an ECDSA signing, or hash and signing operation of the user 
data at the specified location. Additionally, it can be used to verify a provided 

hash or signature.

Elliptic Curve Diffie-Hellman (ECDH) Shared Secret 
Derivation

The SDM derives an ECDH shared secret from the specified private key and 
provided public key.

Crypto Primitive Services

The cryptographic primitive services are intended to help you implement secure functions in control applications. Mailbox 
commands (from the HPS) are used to perform session management, key management, and initiate cryptographic operations. 
The SDM stores keys for cryptographic primitive services in the SDM key vault. The SDM uses its direct memory access (DMA) 
controllers to read the input data and transfer the results into memory locations you specify in the mailbox commands. The SDM 
provides the following cryptographic primitive services:

Conclusion
Increasingly sophisticated attacks against FPGA-based systems are constantly appearing to gain access to valuable IP and data. 
The impact and cost of these threats can be mitigated with a sound security policy and with the SDM present in all variants of 
Agilex 5 FPGAs family. Adding some of the basic security features supported by the SDM into your design, such as authentication 
and bitstream encryption, will go a long way toward securing your IP. 

Review the Altera® FPGA Security web pages for further information, including How To and demo videos.

For more detailed documentation, refer to the following resources:

•	 FPGA Network Security Solutions – Altera FPGA web page

•	 Security Methodology for Altera® FPGAs and Structured ASICs User Guide (available on the Resource and Design Center, 
document reference 724441)

•	 Agilex Device Security User Guide

•	 Agilex Cryptographic Services User Guide (available on the Altera Resource and Design Center, document reference 713026)

Table 2. 	 Overview of cryptographic primitive services
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Altera technologies may require enabled hardware, software or service activation. No product or component can be absolutely secure.

Your costs and results may vary.
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